Endpoint Security

Managing Security in your Organization



With security threats multiplying and morphing daily, users expect you to keep
them protected—which can be a challenge with a full-time roster of clients.

" Endpoints are one of the most common means of access
for network breaches.

" How do we go about ensuring that each endpoint in your
environment is protected

" To maintain effective security in your environment you need
to use EDR tools. Microsoft provides Endpoint detection
and response as part its Endpoint security service.
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Cisco AMP for endpoints

Code 42

Paloalto network traps

FireEye endpoint security
Microsoft Endpoint for Security
Vmware Carbon Black

Sentinel One active edr
Envision Endpoint security

1. Sophos Intercept X
These services offers protection against a host of malware issues, ransomeware, exploits and
viruses - signficant risks that companies face every day. These services range for threat
hunting solutions that help you track the source of a problem remotely to exploit protection
and deep learning technology. You can even set up your system to respond automatically to
attacks.
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Remote actions are actions you can start or apply to a device from the Microsoft Endpoint Manager admin center.
Remote actions display across the top of the devices Overview page. Actions that can’t display because of limited space on
your screen are available by selecting the ellipsis on the right side:
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The remote actions that are available depend on how the device is managed:

. Intune: All Intune remote actions that apply to the device platform are available.

. Configuration Manager: You can use the following Configuration Manager actions:

o Sync Machine Policy
o Sync User Policy
o App Evaluation Cycle
. Co-management: You can access both Intune remote actions and Configuration Manager
actions.

Some of the Intune remote actions can help secure devices or safeguard data that might be
on the device. With remote actions you can:

. Lock a device
« Reset a device
. Remove company data

. Scan for malware outside of a scheduled run

. Rotate BitLocker keys

The following Intune remote actions are of interest to the
security admin, and are a subset of the full list. Not all
actions are available for all device platforms. The links go
to content that provides in-depth details for each action.



https://docs.microsoft.com/en-us/mem/intune/remote-actions/device-management
https://docs.microsoft.com/en-us/mem/intune/remote-actions/device-inventory#view-the-device-details

Synchronize device — Have the device immediately check-in with Intune. When a device checks in, it
receives any pending actions or policies that have been assigned to it.

Restart — Force a Windows 10/11 device to restart, within five minutes. The device owner won't
automatically be notified of the restart and might lose work.

Quick Scan — Have Defender run a quick scan of the device for malware and then submit the results to
Intune. A quick scan looks at common locations where there could be malware registered, such as
registry keys and known Windows startup folders.

Full scan — Have Defender run a scan of the device for malware and then submit the results to Intune. A
full scan looks at common locations where there could be malware registered, and also scans every file
and folder on the device.

Update Windows Defender security intelligence — Have the device update its malware definitions for
Microsoft Defender Antivirus. This action doesn’t start a scan.

BitLocker key rotation — Remotely rotate the BitLocker recovery key of a device that runs Windows 10
version 1909 or later, or Windows 11.

You can also use Bulk Device Actions to manage some actions like Retire and Wipe for multiple devices at
the same time. Bulk actions are available from the All devices view. You'll select the platform, action, and
then specify up to 100 devices.



https://docs.microsoft.com/en-us/mem/intune/remote-actions/device-sync
https://docs.microsoft.com/en-us/mem/intune/remote-actions/device-restart
https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-windows-10
https://docs.microsoft.com/en-us/mem/intune/configuration/device-restrictions-windows-10
https://docs.microsoft.com/en-us/mem/intune/protect/encrypt-devices#to-rotate-the-bitlocker-recovery-key
https://docs.microsoft.com/en-us/mem/intune/remote-actions/bulk-device-actions
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Microsoft Defender Antivirus

Windows Defender Antivirus is the next-generation protection component of Microsoft
Defender for Endpoint. Mext-generation protection brings together machine learning, big-
data analysis, in-depth threat resistance research, and doud infrastructure to protect devices
in your enterprise organization.
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Turn on real-time protection (O Yes

Turn on real-time protection
When this setting is setto Yes, real-time monitoring will be enforced and the user

cannot disable it. When set to Not configured, the setting is returned to client default
which is on. but the user can chanae it.

Enable on access protection
Virus protection that's continuously active, as opposed to on dernand.

Monitoring for incoming and outgoing files

Configure this setting to deterrmine which NTFS file and program activity 1s monitored,
Monitor all files is the default, but for certain specific scenarios you may want to
configure scanning for only incoming or outgoing files (l.e., server scenanos)

Turn on behavior monitoring
When this setting is set to Yes, behavior monitoning will be enforced and the user
cannot disable it. When set to Not configured, the setting is returned to client default
which is on, but the user can change it,

Turn on intrusion prevention

Allows or disallows Defender Intrusion Prevention functionality.

| oo e om wn

Enable network protection
YWhen setto Enable, network protection will be enabled for all users on the system.
MNetwork protection protects employees from accessing phishing scams, and malicious
content on the Internet. This includes third-party browsers. Setting this to Audit only,
users will not be blocked from dangerous dornains howewver Windows events will be

raised instead. Setting this to Not Configured will return the setting to Windows default,
which is disabled.

Scan all downloaded files and attachments

Wihe
Whe

n this setting is set to Yes, all downloaded files and attachrments will be scanned.
n set to Mot configured, the setting is returned to client default which is on, but the
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Exploit protection

Exploit protection helps protect against malware that uses exploits to infect devices ant
spread. Exploit protection consists of a number of mitigations that can be applied to ei
the operating system or individual apps.
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Create and export a configuration file

Before you export a configuration file, you need to ensure you have the
correct settings. First, configure exploit protection on a single,
dedicated device. See Customize exploit protection for more
information about configuring mitigations.

When you've configured exploit protection to your desired state
(including both system-level and app-level mitigations), you can export

the file using either the Windows Security app or PowerShell.
Windows Update settings

| NS System settings

. Protection areas
'~ Apps

® Windows Security (R Virus & threat protection
Actions recommended

® Windows Media Player

8 Account protection

No actions needed

2  Windows PowerShell

«f Windows Fax and Scan ((g Firewall & network protection

Settings lo actions needed
-

Windows Defender Firewall I App & browser control
/1N

Actions recommended

<> Check for updates

g Device security

No actions needed

Windows Security settings

ST I 80 @ Device performance & health

£ windows|

Reports on the health of your device


https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/customize-exploit-protection?view=o365-worldwide

L1 App & browser control

App protection and online security.

Reputation-based protection

These settings protect your device from malicious or potentially
unwanted apps, files, and websites.

The setting to block potentially unwanted apps is turned off. Your
device may be vulnerable.

Turn on

Reputation-based protection settings

Dismiss

B Exploit protection

Exploit protection is built into Windows 10 to help protect your
device against attacks. Out of the box, your device is already set up
with the protection settings that work best for most people.

Exploit protection settings




Exploit protection

See the Exploit protection settings for your system and programs.

You can customize the settings you want.

System settings Program settings

Control flow guard (CFG)
Ensures control flow integrity for indirect calls,

Use default (On) v

Data Execution Prevention (DEP)
Prevents code from being run from data-only memory pages.

Use default (On) v

Farre ran izatinn far imanaeac (Mandatarv ASIR)

Export settings

You can make changes to you system settings and
your program settings then export the settings as an
XML file.
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